IAB Europe Webinar

GDPR One Year On.
Lessons Learned

Thank you for joining! We will begin
momentarily.
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Matthias Matthiesen,
Director, Privacy & Public
Policy, IAB Europe
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Agenda
* GDPR Overview & Key Aspects

* GDPR Common pitfalls

* Q&A
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At its most basic,
Regulation specifies how a
should be lawfully processed.

o It became fully enforceable on May

o It's intended to strengthen data pro
all people whose personal informat
within its scope, giving them great
their personal data.
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At its most basic,
Regulation specifies how a
should be lawfully processed.

» Personal data under the GDPR r
relates to an identified or identi
includes pieces of information that,
can lead to the identification ofa p

« Under the GDPR personal data may
there’s at least one legal basis for d
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The Consequenc

o fines up to EUR 20 million (€20m)
annual worldwide turnover;

« sanctions such as official repriman
data protection audits; and

o liability damages.



GDPR Key Aspects
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The Legal Bases

« Consent. The user has given consent for

« Contractual requirements. The proces
performance of a contract in which theu
in order to take steps (requested by the u
contract;

« Legal obligation. The processing is nec
obligation to which the data controller is

« Vital interests. The processing is necess
interests of the user or of another person

« Public interest. The processing is neces
carried out in the interest of the public o
authority given to the data controller;

 Legitimate interest. The processing is n
interests of the data controller or third party, exce
by the interests, rights and freedoms of the user, in particular where the
user is a child.
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they must legitimately app

When it comes to evaluating
basis (outside of consent) can
working with a legal professio
correct legal basis is critical a

Furthermore, there will always b
where consent is the safest, best
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Consent

« Consent must be affirmative, info
order to be considered valid. The
consent should be unambiguous and
action (the regulation specifically for
similar “opt-out” mechanisms).

 The regulation also gives users a spe
consent. It must, therefore, be as eas
to give it.

» Where the processing based on cons
demonstrate that valid consent was c




fl iubenda

Users’ rights

 The right to be informed. Organiza
information about the data processi

« The right to access. Users have the
their personal data and information
is being processed.

« The right to rectification. Users ha
personal data rectified if it is inaccur

 The right to erasure. When data is
original purpose or where users have
the personal data have been unlawfu
right to request that their data be era
ceased.
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Users’ rights

« The right to object. Users have ther

processing activities carried out on t
nutshell, the user can object to the pr
whenever the processing is based on
interest, or the performance of a task
interest/exercise of official authority
scientific/historical research and sta

The user has to state a motivation for
processing is carried out for direct m
case no motivation is needed to exer



GDPR Common Pitfalls
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Assuming that th
because you’'re ba
EU-based users.

The GDPR can apply in any one of thr
« where your base of operations
« where you're not established i

offer goods or services (even i
free) to people in the EU; or

« where you're not established i
monitor the behaviour of peo
EU (as long as that behaviour
EU).

This scope is quite wide-reaching and, therefore, means that the
GDPR can apply to you whether you're based in the EU or not.




fl iubenda

Failing to maintai
to demonstrate th

Because consent under the GDPR is s
vital that you keep clear records and
you've acquired valid consent.

Should problems arise, the burden of
controller, so keeping demonstrable
required.
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Failing to maintai
to demonstrate th

The records should at least includ
« who provided the consent;
« when and how consent was acquire

o the consent collection form they w
of the collection,;

« which conditions and legal docume
time that the consent was acquired.

*Ref: Article 29 Working Party, Guidelines on consent under Regulation 2016/679, Guide to the General Data
Protection Regulation (GDPR), Information Commissioner's Office, http://www.ico.org.uk
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Confusing the rol
controller and the

o The term “data controller” means
involved in determining the purpo
personal data.

e The term “data processor” means
involved in processing personal da

Ultimately, the data controller bears t
data processed, and therefore, knowing

Note: These roles are not based on choice, b
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Confusing the rol
controller and the

For example
An e-commerce company collec
stores it using a 3rd party cloud s
In this scenario, the e-commerce
controller and the organization
the data processor.
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Failing to create
processing activiti

The GDPR requires that both data co
keep and maintain “full and extensiv
data processing activities.

The records of processing activities
paper and electronic forms are accep
use an electronic method of record
easy amendments.
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Failing to create
processing activiti

Full and extensive records of process
in cases where the data processing ac

e are not occasional or
e could result in a risk to the righ
« involve the handling of “special

« is carried out by an organizatio
employees.

This effectively covers almost all
processors.
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Failing to collect
purposes.

Example scenario: A website owner
allows users to consent to receiving e
updates and third-party offers using
like a checkbox.

In this scenario, the website owner /
comply with requirements as the con
specific to a singular purpose.
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Failing to collect
purposes.

In cases where you want to send mor
your users, you're required to get ad
those uses, as you must have multi
purposes.

This doesn't necessarily mean thaty
for each purpose, it simply means th
the opportunity to actively consent t
following example).
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Failing to collect

purposes.

(3 Yes, | would like to receive a weekly
digest of content posted to this blog
(optional)

(O 1 agree to receive product information
and offers from this blog (optional)
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Get in touch

communication@iabeurope.eu
info@iubenda.com

Yy @iabeurope

in /liab-europe
j www.iabeurope.eu
iabs .5



