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Privacy Sandbox

Context: Evolving Privacy Landscape

User Expectations
80% believe data protection is 
very important*.

Modern Privacy 
Regulations
65% of the world’s population 
expected to be covered by 2023*.

Business Incentives
Investment in durable, 
privacy-centered products.

Technology Innovation
New approaches are possible.

*Source: Avast Digital Citizenship Report: Post-Pandemic Online Behavior, 2021



Privacy Sandbox

Today Future

Third Party Ecosystem

User’s Browser

Third Party Ecosystem

User’s Browser

Joined Identity
Cross-Site Tracking

Anonymized Users
Aggregated Reports

Privacy-preserving APIs



20+ new 
technologies 
and privacy-
focused 
changes

*Key proposals, not an 
exhaustive list

Topics, Protected Audience

Attribution Reporting, 
Private Aggregation, 
Aggregation Service

Fenced Frames, Shared Storage, 
CHIPS, First Party Sets, SameSite 
Cookies, Storage Partitioning

User-Agent Client Hints, 
Federated Credential Management, 
IP Privacy Protection, SDK Runtime

Private State Tokens

Relevance

Measurement

Cross-Site Privacy 
Boundaries

Address Covert 
Tracking

Fight Spam & 
Fraud

Ads 
APIs



Privacy Sandbox

Developing privacy-preserving digital advertising: 
Privacy Sandbox is one of the building blocks

1st Party Data

Make the internet more private 
for everyone through privacy 
preserving signals.

Keep ads useful for 
everyone using artificial 
intelligence.

Segment Building

Automated Targeting

Optimized BiddingContextual Signals

Privacy Sandbox APIs

Advertising & 
monetisation products



Updates



Privacy Sandbox

Topics v2: Enhanced commercial values for returned 
topics

Taxonomy list update (v2)

● 280 commercially high-value 
topics added

● 160 commercially low-value 
topics removed

● "observation" to include all 
ancestors of a given topic

/Shopping/Apparel/Footwear/Boots
→ Boots

/Shopping/Apparel/Footwear/Boots
→ Shopping, Apparel, Footwear, Boots



Privacy Sandbox

Available to 
100% of 

Chrome users, 
starting 

Chrome 115

https://www.gettyimages.com/detail/photo/mature-women-shopping-online-using-mobile-phone-at-royalty-free-image/1399726824


Privacy Sandbox

New ads privacy settings in Chrome 



Privacy Sandbox

Start testing with Chrome facilitated testing modes



Privacy Sandbox

Identify upcoming and/or active testers via Github 
tester lists and their respective plans 



Summary



Proprietary + Confidential

Technical 
testing

 Limited live testing General
availability

1% 3P cookie deprecation

Scaled testing and adoption

3P cookie 
phase-out

Continued 
optimization

2022 2023 2024 Future

Web

High-Level Timelines
General availability is just around the corner! 3p cookie deprecation will 
commence in <400 days! 

Privacy Sandbox APIs 
available to 100% of all 
Chrome users to allow 
scaled testing!

Mode A Q4’23 Mode B Q1’24



Proprietary + Confidential

<400 100 0


